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TRANSFORMATION OF BANKS’ BUSINESS MODELS
IN THE CONTEXT OF ENSURING THE SECURITY
OF THE BANKING SYSTEM IN KAZAKHSTAN

The article discusses the main aspects of the development of the
banking sector, taking into account the development of digital solutions.
The vectors in the development of high-tech in banks are discussed, as well
as the changes that these technologies bring to business processes, banking
solutions and offers, customer service models and the improvement of the
personal ecosystem. Domestic and foreign examples of the use of high-
tech in the process of planning, evaluating and monitoring decisions are
analyzed, which makes it possible to demonstrate the prospects for their
application for further implementation of the principles and procedures
of effective management. The study showed that the digital agenda of the
entire process chain will become the main vector of development of any
business, including banking. In addition, the use of advanced technologies
in the banking system will help solve a large number of unresolved issues.
Technologies such as machine learning, P2P lending, blockchain and
artificial intelligence will provide an opportunity to moderate technological
changes, allow you to personalize solutions, reduce the time of banking
transactions, eliminate technical errors in calculations and the risks of
deliberate data distortion.

91



TopaiireipoB yHHBepcuTeTiHiH Xadapmsbichl, ISSN 2710-3552  Dxonomuxanvix cepusi. Ne 3. 2024

The purpose of the study is to present a description of the main
directions of digital transformation of banks’ business models in the context
of ensuring the security of the banking system in Kazakhstan.

Keywords: banking sector, innovative technologies in banks, credit
risks, digitalization, banking services market, artificial intelligence.

Introduction

In its simplest form, digitalization involves converting existing information
into digital format. In the context of business literature, digitalization also
encompasses two types of changes in operating models. The first model involves
transferring communications to digital channels, while the second focuses on
automating routine operations. These two models are closely interrelated [1].
Significant changes in the banking sector have occurred over the past few years.
People are adapting to technology at an increasingly rapid pace, enabling the
creation of more cost-effective and efficient processes.

Service models are undergoing substantial transformations due to the
influence of digital technologies, as well as the development of an integrated
network economy [2]. Large and technologically advanced banks are creating
their own ecosystems, which open up new, non-traditional sources of income.
The demand for innovation is primarily driven by consumers, fueling industry
advancements [3]. The pace at which new ideas, technologies, and business models
are emerging is so rapid that the key factors for competitiveness and maintaining
customer loyalty are the speed of bringing products to market and their quality.
Non-banking players are increasingly offering financial services and are becoming
full-fledged competitors to traditional banks [4].

According to a study conducted by McKinsey in 2016, the number of
customers preferring to use alternative channels rather than traditional ones is
growing, reaching 72 %. For European countries it is typical but higher than in
North America (61 %) [5].

Depending on the method of service, 60 % of customers use remote banking
(internet banking — 18%, mobile banking — 9 %, both platforms — 33 %) [6].

Materials and methods

In crafting the theoretical part of the publication, which addresses the
key challenges of digitalization in the banking sector, a variety of general
scientific methods were utilized. These encompassed observation, comparison,
measurement, analysis and synthesis, logical reasoning, and a thorough review
of scientific literature and professional sources. For the analytical section, which
focuses on processing statistical data, specialized scientific methods were applied,
including statistical analysis, graphical methods, and expert evaluation.
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Results and discussion

The IT sector allows the banking sector to introduce new technologies. The
automation of processes utilizing big data analysis, artificial intelligence, and
remote access has made Kazakhstan’s economic sector one of the most innovative.
The digital transformation across various industries is illustrated in Figure 1 [7].

Figure 1 — Ranking of digital transformation business priorities by industr
Note: Compiled by the authors

The prerequisites for the digitalization of banking activities are shown in
Figure 2. The last two conditions are interconnected, as the implementation of
new technologies necessitates regulatory oversight. It is important to note that
the foundational technologies for digitalization, which started to be gradually
integrated into public life and the economy, emerged as early as the 20th century.

Figure 2 — Prerequisites for digitalization
Note: Compiled by the authors
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Figure 4 illustrates the key stages of digitalization within the global financial
system. While these technologies emerged in Kazakhstan slightly later, their
current level has reached a global standard. This is evident from an analysis of
the regulatory framework governing the operations of credit institutions. The
initial technologies were introduced in the early 1980s of the 20th century. It was
in 1987 when banks first began utilizing electronic computers in their operations.
Initially, these machines were primarily used for information processing within
State Bank institutions. Notably, reporting was not obligatory for institutions
that processed information within the State Bank’s information and computing
stations at that time [8].

Figure 3 — Stages of digitalization of the global financial system
Note: Compiled by the authors

Digitalization encompasses a vital set of measures aimed at supporting
transactional services through software and hardware means, primarily conducted
via bank transfers. However, achieving this necessitates the development of
information and software innovations. It’s crucial to highlight that technological
advancements are contingent upon legislative alterations in banking service
provision practices; without such changes, reaching the current level of digital
technology development would be unattainable. The advent of Internet banking
is closely linked to the evolution of technologies enabling remote delivery of
banking services.
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Primarily, digital transformation involves upgrading existing business
technologies to enhance customer experience and boost enterprise conversion
rates. There are four primary domains that drive digital transformation, including:

- The process

- Technology

- Data

- Organizational changes.

In simple terms, digital transformation in the banking industry involves
incorporating digitalization across all aspects of banking operations. This results
in a comprehensive restructuring of how work is conducted and how financial
institutions, beyond just banks, deliver value to customers.

Simultaneously, there’s a rapid advancement in mobile technology.
The integration of blockchain and the Internet of Things (IoT) into banking
infrastructure has expedited the digitalization of banking institutions. With these
technologies readily available, numerous instances of banking transformation are
shaping the financial landscape, including:

— Fraud detection systems

— Data encryption

— KYC software.

Figure 4 — Dynamics of revenue from fintech development
Note: Compiled by the authors

The above figure shows that revenue from the development of fintech
solutions amounted to 92 billion euros, and by 2024 it is expected to reach 188
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billion euros. Moreover, there are several more reports from experts that mean
that the FinTech market will dominate worldwide.

Digital banking stands out as the most sought-after type of FinTech software.
Whether it’s a mobile application or web-based platform, online banking empowers
customers with remote access to their financial services at their convenience.
Leading financial service providers and others excel in offering top-notch digital
banking solutions to their customers.

In Kazakhstan, the financial market is rapidly advancing towards digitalization
and enhanced accessibility of services. The country has secured its position in
the Top 3 nations of Central and South Asia in terms of innovation [9], with its
growth rate marking it as one of the fastest-growing fintech markets in the region.

As of January 4, 2024, the banking sector in the Republic of Kazakhstan
comprises 21 second-tier banks, including 11 banks with foreign participation,
of which 8 are subsidiary banks. The ratio of STB assets to GDP is 46.5 % [10].

Figure 5 — The role of the banking sector in the economy of the Republic of
Kazakhstan
Note: Compiled by the authors

The development of the fintech market in Kazakhstan is manifested in several
key areas.

1 The rise of non-cash transactions, incorporating contactless payment
methods like NFC, QR codes, and mobile P2P transfers, facilitating 24/7
transactions and streamlining processes through remote identification mechanisms.

2 The emergence and growth of digital ecosystems, characterized by the
development of a range of products tailored to diverse user needs. Presently,
nearly every bank in the country offers its own mobile application. Additionally,
the fintech sector in Kazakhstan boasts payment companies and independent
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entities that create versatile payment services and applications, such as TypiPay,
Simply, and Wooppay. Moreover, companies are seamlessly penetrating the B2B
segment, with platforms like Buhta.kz, Uchet.kz, and MyBuh.kz.

3 The proactive adoption of emerging technologies and digital innovations
by participants in the financial market. Projects utilizing artificial intelligence
and machine learning for analytics and forecasting, as well as distributed ledger
technologies for enhanced security, are gaining popularity among market players.

Despite the increasing pace of digitalization, fully digital banks remain scarce
in the Kazakhstan market. Some factors contributing to this slowdown include
the unique characteristics of each bank and stringent regulations. Previously
established IT infrastructures are marked by low flexibility and complexity in
integrating new solutions. Nonetheless, traditional banks are establishing digital
business units within or outside their structures and striving to stay abreast of
trends by introducing standalone digital solutions.

The factors driving the transition to new digital technologies are depicted
in Figure 6.

Figure 6 — Factors of transition to new digital technologies, in particular %
Note: Compiled by the authors

Seventy-five percent of banks polled advocate for consolidating digitalization
efforts into a unified platform capable of integrating various solutions. In seeking
new digital solutions, banks prioritize high availability, service flexibility,
comprehensive functionality, and user-friendliness. Security remains a paramount
concern for the vast majority. In today’s rapidly changing digitalization, traditional
financial representatives are compelled to update their systems to meet customer
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demands and stay ahead in the competition. Despite numerous opportunities,
incorporating High-tech can present significant challenges.

The banking sector is experiencing significant changes, driven by
technological progress and shifting customer preferences. To remain competitive,
banks must adopt High-tech and exploit new innovations to enhance the customer

experience and extract value from data. Below are the primary factors driving
this change.

Figure 7 — Drivers of digital transformation for banking
Note: Compiled by the authors

When evaluating the influence of different drivers, modern banks view High-
tech not just as tools to enhance their operations and services, but as essential
catalysts for reshaping their entire business frameworks.
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Figure 8 — Digital technologies utilized by modern bank
Note: Compiled by the authors

The substantial resources and expertise available within the banking industry
enable it to fully capitalize on the potential of these technologies, propelling the
next phase of innovation in the financial services sector. This shift towards digital
transformation in banking is poised to persist, and organizations that fail to adapt
risk falling behind.

Conclusion

The digital transformation of the financial industry has become the new
standard extending beyond all sectors. In this blog, we’ve discussed various
features that will accelerate the shift of financial services towards a digital format.

Furthermore, the Global Financial Market Report provides insight into the
promising future of the FinTech market, not only in the United States but globally
as well. The integration of automation and new technologies has made FinTech
safer and more accessible, facilitating the online operation of numerous banking
services such as payments, loans, and personal finance.

Presently, the global banking sector stands at the forefront of digital
transformation. Traditional banks, aiming to remain competitive in the digital era,
are diligently seeking out new technologies for digital transformation to enhance
their dynamism, operations, and effectiveness in meeting customer needs.

For the secure and efficient development of the digital financial landscape,
coordinated measures must be implemented across all stakeholders, alongside
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timely and proportional regulation. Such regulation aims to maintain financial
system stability, safeguard consumer rights, and foster the development and
implementation of digital innovations.

However, the proliferation of digital technologies in the financial sector
also presents certain risks. Technological advancements create an environment
conducive to the emergence of projects promising investors high returns, such as
online P2P lending platforms. Yet, the Chinese market’s experience highlights that
regulatory oversights can lead to fraudulent schemes and widespread bankruptcies
among P2P companies. This risk is pertinent to Kazakhstan as well, where certain
segments of the population, unfamiliar with financial market intricacies, may
invest in “financial pyramids” and other dubious schemes.
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KA3AKCTAH BAHK KYWECIHIH KAYIIICI3IITTH
KAMTAMACBKI3 ETY KOHTEKCTIHJIE BAHKTEPIIH BU3HEC-
MOJIEJIBJIEPIH TPAHC®OPMALIUSIJIAY

Magkanaoa yugpaviy wewimoepoiy 0amyvli eckepe Omblpbli,
b6anK cekmopuvlH 0aMblmyObly Hezizel acnekmilepi Kapacmoulpoli2dH.
banxmepoezi high-tech oamyvinoagel gexkmopnap, cowoau-ax 06y
mexHon02usNapovly buzHec-npoyecmepee, OAUKMIK wewimoep meH
YCbiHbICIapea, MYMbIHYWbIAAPEA Kbl3Mem Kopcemy Yazilepine dHcaHe
JlceKe IKOICYUeHI JcaKcapmyea eHeizemin o3zepicmepi manikbliaHaobl.
Kabviioanzan wewinoepoi scocnapnay, 6aeanay x#cane MOHUMOPUHZMey
npoyecinoe high-tech Konoamyoviyy OmanobIK JcaHe uemendix Molcardapvl
Mmanoanovl, 6yn Homudxceai bacKapy npuryunmepi MeH pacimoepin
00aHu api enzizy yYwiH onapovl KONOAHY NepCcneKmueanapuli Kkepcemyee
MYMKIHOIK Oepedi. 3epmmey 6yxin npoyecmep miz0e2iniy yuppiviy
KyH mapmibi Ke3 KelceH OuzHecmi, COHbIH iwiHOe OanKkmix OusHecmi
0amvimyovly He2izel eKmopbina aunaramvinvli kopcemmi. CoHvlMeH
Kamap, 6auk Jacyliecinoe 03blK MEXHOI02UAIAPObl KOIOAHY KONmezeH
wewinmezeH macenenepoi wieutyze komexkmeceoi. Mawunanoix okoimy, P2P
Hecueney, Hcdcanobl UHMeENeKM CUAKIMbL MEeXHOI0SUANAD TNEXHOTOSUATbIK
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632epicmepdi mMooepayuanayea MymMKiHOIK Oepedi, weuimoepoi
JHceKenenoipyee MyMKIHOIK bepedi, OaHKMIK onepayusiapobvl iCypeizy
VaKbIMbLH KbICKAPMAaobl, ecenmeynepoiy MeXHUKAIbIK KAMeNiKmepin Jcane
Oepexmepoi Kacakaua bypmanay mayekenoepin i#osobl.
3eprreyaiH MakcaThl Ka3akcTaHHBIH OaHK KYHeciHIH Kayimci3miria
KaMTaMachl3 €Ty KOHTEKCTiHIe OaHKTepAiH OM3HeC-MOIeNbICpiH MUQPPIBIK
TpaHcOopMAaIUsIIAY/IbIH HEeTi3r1 OaFBITTAPbIHBIH CUIIATTAMACHIH YCBIHY.
KinTTi ce3mep: OaHK CEKTOPHI, OaHKTEPIeTi HHHOBAIMSIIBIK TEXHOIOTHSIIAP,
HECHEINIK ToyeKesaep, HudpraHappy, OAaHKTIK KbI3METTEP HAPBIFBI, JKACAH/IbI
HMHTEJIIEKT.
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TPAHC®OPMAIIMSA BU3HEC-MOJEJEN BAHKOB
B KOHTEKCTE OBECIIEYEHUSA BE3OITACHOCTH
BAHKOBCKOW CUCTEMBI KA3BAXCTAH

B cmamve paccmampusaromes ocHogHble 80NpoCchl paA36UMUL
Oankogckoll cepuvl ¢ yuemom yugposvix mexnonroeuii. B pamxax
KOH@epenyuu obcysxcoaromes 6ekmopul pazeumus high tech 6 bankoseckom
cekmope, uzMeHeHus 6 GuzHece, peuleHUsX U NPeodaroHCeHUAX NO
00CIYHCUBAHUIO KAUEHNO08, OAHKOBCKUX PEUEHUAX U NPEONONCEHUSX,
cnocobax npedocmasienus yciaye U CO8epPuLeHCMBEO8AHUSL TUUHOU
cucmemvl. B cmamve npedcmagnenvl npumepvl UCNOAb3068AHUSA
high tech 6 nnanuposanuu, oyenke U MOHUMOPUHSE NPUHAMBIX
peutenull, a maxice NPOAHATUIUPOBAHBL NEPCNEKMUBLL UX OATbHelue20
npuMeHeHus O peanu3ayuy NPUHYUNOS U Memoo08 pe3yibmamueHo2o
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Mmeneddcmenma. CoenacHo ucciedo8anuo, yughposvie nOGeCmKU 8cex
npoyecco8 cmaHym OCHOBHbIM HAnpasienuem O pa3sumus aroovlx
KoMnauui, 8 mom wucie banxos. brazooaps ucnoivzosanuio nepedosuix
MEXHON02UYeCKUX peulenutl 6 OAHKOBCKOU chepe, MONCHO peuums
MHO#CECmE0 Hepaspeuwumsix npodaem. Texnono2uu MawiunHo2o obyueHus,
OAHKOBCK020 KPEOUMOBANUS, UCKYCCMBEHHO20 UHMEIEKMA NPEO0CHABsIM
B03MOIHCHOCL MOOEPUPOBAMDb MEXHOTI02UYECKUe USMEHEeHUsl, NO360IM
NEPCOHATUZUPOBAMD PEUUEHUS, COKPAMSIM 8PeMsL NPOBeOeHUst OAHKOBCKUX
onepayutl, UCKTIOYAM MeXHUYECKUe NOSPeuHOCmu pacuemos U pucku
npeoHamepeHH020 UCKANCeHUsL OAHHDIX.

L]env uccneoosanus — npedcmasumes XapaxKmepucmuxy OCHOBHbIX
Hanpasienull yupposou mpancghopmayuu oduzHec-mooeneli 6aHKos
8 Koumexcme obecneuenus 6ezonachocmu OAHKOBCKOU CUCHIEMbL
Kazaxcmana.

Kouesvie cnosa.: 6ankosckuil cekmop, UHHO8AYUOHHbBLE MEeXHONI02UU
6 baHkax, kKpeOumHwle pucKu, Yu@posusayus, polIHOK 6AHKOBCKUX YCLye,
UCKYCCMBEHHbI UHMENLeKM.
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